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• Simple Mail Transfer Protocol (SMTP) permits any computer to 
send email claiming to be from any source address. 

…..unless you use SPF, DKIM, DMARC for email authentication!!

Why use SPF, DKIM, DMARC?



• Lists all IP addresses or domains that are allowed to send email on 
behalf of your domain.

• Directs policy enforcement actions (i.e. –all,~all,+all)

• Can be misconfigured to be overly permissive
• Include “+all” at end of SPF record – allows any IP to send on your behalf
• Incorrect CIDR notation for networks – allows unintentional IP’s to send on your 

behalf
• i.e. if intent is to include subnet of 142.0.175.0/20 and you inadvertently use /2…............ 

Rather than 4096 addresses, you would allow 1,073,741,824 IP’s which is 25% of all IPv4 
addresses

Sender Policy Framework (SPF)



• Version number
• Mechanisms – describes authorized mail hosts for a given domain

• Common mechanisms include – a, mx, include:, ptr, all, exists, ip4, ipv6

• Quantifiers
• + (PASS result),- (HARDFAIL),~(SOFTFAIL),? (NEUTRAL)

• Modifiers
• Redirect, exp

Components of an SPF Record



• Example 1:
• v=spf1 a include:_spf.googel.com –all

• v - current version of spf
• a - authorizes the host detected in the A record of the domain to send the emails.
• Include - 3rd party domain authorized to send email on your behalf
• -all - fail - non-authorized emails will be rejected

• Example 2:
• v=spf1 ip4:40.113.200.201 ip6:2001:db8:85a3:8d3:1319:8a2e:370:7348 

include:thirdpartydomain.com -all
• v - current version of spf
• all IP’s that are authorized to send email on behalf of your domain
• Include: 3rd party domain authorized to send email on your behalf
• -all - fail - non-authorized emails will be rejected

Example SPF Records



Questions



• Allows for a domain to prove it is responsible for a message and it was 
not altered as it traveled the delivery path.

• Creates and decodes the DKIM signature.
• Sender’s public key is published in DNS

• DKIM signatures are inserted into the header of an email message.
• DKIM is an Internet Standard.[3] It is defined in RFC 6376, dated 

September 2011, with updates in RFC 8301 and RFC 8463. 

DomainKeys Identified Mail (DKIM)



DomainKeys Identified Mail (DKIM) example



• Improves upon existing security measures provided by DKIM and SPF
• Allows a sender’s domain to indicate that their messages are protected 

by SPF and/or DKIM
• Tells a receiver what to do if SPF/DKIM authentication fails:

• Reject
• quarantine

Domain-based Message Authentication, Reporting & 
Conformance (DMARC)



• DMARC records are published in DNS with a subdomain label _dmarc
• v=DMARC1;p=none;sp=quarantine;pct=100;rua=mailto:dmarcreports@e

xample.com;
• v is the version
• p is the policy (none, quarantine, or reject)
• sp the subdomain policy
• pct is the percent of "bad" email on which to apply the policy (optional)
• rua is the URI to send aggregate reports to.

(DMARC) sample config

DMARC records are published in DNS with a subdomain label _dmarc, for example _dmarc.example.com. Compare this to SPF at example.com, and DKIM at selector._domainkey.example.com
Here, v is the version, p is the policy (see below), sp the subdomain policy, pct is the percent of "bad" email on which to apply the policy, and rua is the URI to send aggregate reports to. 



(DMARC) sample aggregate report

DMARC records are published in DNS with a subdomain label _dmarc, for example _dmarc.example.com. Compare this to SPF at example.com, and DKIM at selector._domainkey.example.com
Here, v is the version, p is the policy (see below), sp the subdomain policy, pct is the percent of "bad" email on which to apply the policy, and rua is the URI to send aggregate reports to. 



Questions



• Brand Indicators for Message Identification (BIMI)
• Uses DKIM, SPF and DMARC to verify
• Adds brand logo icons next to the names of email senders as an additional validation
• Email marketing companies support this option

• New security features launched by Google 10/23, Yahoo 02/24
• Bulk senders that send more than 5,000 messages will have new authentication 

requirements.
• Senders required to process unsubscribe requests within 2 days

• Authenticated Received Chain (ARC)
• Make a list of trusted ARC Senders to trust legitimate indirect mailflows

Future/additional options



Trusted Authenticated Received Chain (ARC) sealer 
mailflow

* In Microsoft 365 Defender, ARC will help reduce SPF, DKIM, and DMARC delivery 
failures that happen due to legitimate indirect mailflows
* Helps to keep message from being modified in transit
* Adds a list of trusted intermediaries into the MS Defender portal



• Source for identifying message properties
(Note - Email must be forwarded to maintain header information)

• Header includes:
• Sender
• Recipient
• Date
• Subject
• Authentication check
• Return Path
• Transport Layer Security (TLS)
• Authenticated Received Chain (ARC)
• Route through Mail Transfer Agents (MTA’s)
• SPF, DKIM, DMARC info

Message Header Analysis



• Outlook
• With Message Open - File>Info>Properties>Delivery Options>Internet 

Headers

• Google
• click on the three dots in the top right corner of any email message you 

have, then select “Show Original”

• Apple Mail
• With Message Open – View menu, then All Headers. The headers will then 

display at the top of the message.

Message Header Analysis - continued
where to find them



Message 
Header



• Both paid and free versions of many tools
• Search “SPF tools” or “spf dkim/dmarc check”
• Some tools are better in different areas
• Can verify config and check:

• SPF
• DKIM
• DMARC
• Status on known blacklists

Tools



Evaluation of an SPF record can return any of these results:
Result Explanation Intended Action

Pass The SPF record designates the host to be allowed to send Accept

Fail The SPF record has designated the host as NOT being allowed to send Reject

SoftFail The SPF record has designated the host as NOT being allowed to send but is in 
transition

Accept but mark

Neutral The SPF record specifies explicitly that nothing can be said about validity Accept

None
The domain does not have an SPF record or the SPF record does not evaluate to 
a result

Accept

PermError A permanent error has occurred (eg. badly formatted SPF record) Unspecified

TempError A transient error has occurred Reject



Tool example with all 3 properly configured (free version)



• Review existing config – use tools and check DNS 
• Add/modify/update 

• Review client settings to enable security features
• Research new email trends and technologies

• Email Service Provider (ESP) blogs/podcasts
• “Deliverability” professionals
• Bulk senders (i.e. marketing)
• Reputation score improvement 

• AI and analytics being used by providers to filter spam

Conclusion



Questions
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